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Aave Core Market V3 THAIEES| £X|= XLIZtSt AEts HUEL MA| AE H2=
$28.42B2IH|, M= LY & U= =(Available)2 $14.35B, 0|0 et =2
$13.11BLt. 5] USDTE 349 g2 2 20 718 R340] 12} $4,762810i ¢F =1
USDCE $2.38B 20 $11,970 MRt Z0F UCE. 0] Ak “AIAHIO] AMAY BHELCY
= S20|C}. 11 TR0 USDT tiE OJXKBorrow APY)= 14.21%, Core Market V3 71&2
2= 15.03%7HX| ZS3HCt.

13 1. Aave V3 Core Market?| MA| H2E k=0 HOjFEE= CAIHE
SICtofl= AE|O[E3Q1 £9] Supply/Borrow APYZ} 7|Z{E|0] U=E|, USDTC| Borrow APY7}
15.03%, USDC7} 15.03%0f| Soll Hil AJE =2 SHEt B0l R34 ZM MSE HOE.

¢ Core Market A Favourite

Main

$28.42B  $14.35B  S$1311B

Asset Total supplied Supply APY Total borrowed + Borrow APY, variable

9 Tether 3.028 13.43% 2029 15.03% Details
$3.028 53.028
USD Coin 2._38? 13.43% 2:388 15.03% Details
$2.388 $2.388
9.24%
@ UsDe 893.17M 86‘-‘».71.?“1 12.95% Details
$893.42M 5x @ $864.95M
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& 2. Aave USDT-USDC Z Utilization 100%0i| Cist £=2

USDT 22 Reserve Size $3.03B0]| Available Liquidity T+ $4,762.11

USDC E2 Reserve Size $2.38B0j| Available Liquidity $11,970.242

& E 2£ Utilization Rate 100.00%...

509 E2| 22 AHOISI 0N FA| Q= 7kS8 §30| & 20t 7} =|X| =Ct

i 9 Core Market

USDT
C-F Tether USD @ O

Reserve Size Available liquidity Utilization Rate Oracle price

$3.03B $4,762.11 100.00 % $1.00 @

@ core Market @
uSDC

USD Coin @ O

Reserve Size Available liquidity Utilization Rate Oracle price

$2.38B $11,970.24 100.00 % $1.00 @
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4. Arbitrum HOt 2|9 TFX|2M: Code is Law2| S4| Al M1

LXt= 0 ARHO| FEE FAE 20264 49 20 O|XL} 0|2 Z2k=QUCtl oM
Arbitrum EQt 223|(Security Council)?t KelpDAO2| diH2| FA0M HETEK UH
30,766 ETH(Qf $70.97M)E ZH| 248H7| WH=20]Ct,

12! 3. Arbitrum 34! MY ESI

"Code is Law?| 34| AlY M10[X} "L2 = HE|E= F8Y'S
E35| "law enforcement input” 2= 229 "FBIQt gi2i5] H

%EI"EH: o|n|= 3HA.

Surshs 3 X2
171 S2 X

Arbitrum & -
@arbitrum

The Arbitrum Security Council has taken emergency action to freeze the
30,766 ETH being held in the address on Arbitrum One that is connected
to the KelpDAOQ exploit. The Security Council acted with input from law
enforcement as to the exploiter’s identity, and, at all times, weighed its
commitment to the security and integrity of the Arbitrum community
without impacting any Arbitrum users or applications.

After significant technical diligence and deliberation, the Security
Council identified and executed a technical approach to move funds to
safety without affecting any other chain state or Arbitrum users.

As of April 20 11:26pm ET the funds have been successfully transferred
to an intermediary frozen wallet. They are no longer accessible to the
address that originally held the funds, and can only be moved by further
action by Arbitrum governance, which will be coordinated with relevant
parties.

11:46 AM - Apr 21, 2026 - 9,898 Views
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Arkham Intelligence CIO|EIE EH ME0| HESIC, “KelpDAO Attacker’ 2 HAIE F
2(0x5d3...)2] AH&H0] 0x000...DA0O|2H= %¢ SZ XUC=Z UAH| OlsH L, oA
A Hi= AMY O0ff ZI7K4ACE 34 ZTA| O] A9 & A2 19 7451820 2
H¥L, Aavelt| 2l 22t 4 6,452“._r =20 Z3UCH
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5. M HItQ| CHX|/w = &&at DeFig| RIS
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x85t 0|R= 2 =
BN HX|N SXMO0| HOX|T Q7| THEO|C,

M KelpDAOOIZI= ZFE Q0| Tt EOICE $10% OJAQ| XAS CHRBIA 1-
of-1 DVNS MEfSH H2 712521 2% 2OHOpSec) ATAL. LayerZero?t “HOE 2
JH Ok M2 11 o2 1 ZUY=HT KelpDAOE= 015 FAIRUC

72|10 LayerZeroT 7FHX 10| QICt 1-of-1 A™E A Z2HEQ| 7|27 (default)
Oz MBI FAoto| HOt 7|ES HMoHA| fi2 AAMS ZHCE il =52 MEE
_._7HI-|O§ H|Lt 8|-E blame game(R MEH7|7|)S 5t ULt LayerZeroe= "KelpDAO

7H11E MEigin 2= o2 ¥ Zutt 4= |8t Lazarus 18Y 7ts40] =
OF'D FH610, KelpDAOE "1-of-12 LayerZeroQ| 7|2 MHHO0IT, AMH| £2 22

LayerZero Labs7t 2Fok= DVN QI 2}'2td BHEISHY

Om| SHE 2 KelpDAOE= UAfEHY Q0 M QUCH (a) TIA| At&leHSocialize) LAlS &
oH rsETH MA| ELX0A 17.5%2 &A8 A& 285k EMH(rsETH 7HX] 15.12%
52}), 0] B2 Aave? MHRIOLOF & oM Eifi(bad debt)= 19 2,3702t S22 Z0IEL
(b) L2 A2|(Isolate) EAIS Bt 0|C2lg MRl WEKFS rsETHE 100% E3E =
EH*I L20IIM 2] rsETH ERAt= 73.5%2 48 mMRA FLt. 0| Z2, Aavell U4 £

M= $2Y9 3,0102t02 EH=ICt KelpDAOQ| ME 27t M[SHH0|1, LayerZero2t2)
Ol ZHO| ALKECH HL, KelpDAOZt HE0= T 0jRE= MEX|= ArdY ARZPELCE

Aave?| Zdi|0t= H =&oiH

f. 0]0] rsETH AJRZ V3-V4 25 SA| 5256110 Umbrella
Safety Module Slashing(Xt=

£2g NEAZCL T2 920t SN XE0R H
of EABRICYT BIN MOISH= 27, LayerZerolt KelpDAOZEE] BAIS ot Bl
2HIXIS Ao BICh IR0 Y2 HSS RIS Aavedlk E0| 74 BT
ZieiN ZRES0) NSl % W7iSE $EO2 S 02f8 1 Atk Defi

E

7t @S0t QFHE 'ADIE HEME 7|8t 2ME|(Trustless) 2802t £2710] ({X5|
SIMOINES SHIE {7171 EX[H 2= MY 34, #HY OF, XN ez X5

QUZHHO| Y HSHMQI F&(TradFi) YAICZ S0P ELh= AMES O AtZI0] XLt
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6. AAIH XHH: Al sHZ A2 L2 Y=t

K@K L2z i, Aave? HHHAA HIH, Aributrum®| 2| JHAS XIM[S| HTHEC.
Of|ZH O] & MAS #Sot= T 2 &80| ofLt ALt 104 52 F-EE &A7H 2O
= WEFN Yy ets Bu/t OF 2B, 1 HE0| UM SZHQ GEHA
T Ze= Hefo| ZEtKAl ATE ARO[

(1) A XIZ2A7E: Al-6HZ Alcie] AAH St

Ol Kelp DAO Afzg Hedt “gh H19] si2"C=2 XI5 oF it 2026 Hack
ScoreboardE 2™ 0| 2RICE 2026 1~48 HOE FQ sHZTH ZOt: AE0|
2foict.

J% 4.2026'4 1~48 © 4748 St HOTI =2 s 14212 o Hof| TAdst AT0EE
KelpDAO $290M2 ZLEZ £X 10Y H2E EX Y o 72

3224 R380] Bridge Exploit, Protocol Drain, Social Engineering, Physical Attack, Key
Compromise, Smart Contract, Oracle ManipulationZ7tX| 7% O[22 CIA3}t=l HO| SHA
Ot Atzi0| BE 3| At17} OfLIZL Al S AlCHe| YA SME HOF= AMAHM 2S

Name Amount Date Type
KelpDAD $290M April Bridge Exploit
Drift Protocal 5285M April Protocol Drain
Hyperbridge $21.5M April Bridge Exploit
Resolv Labs §25M March Infra Compromise
Sillytuna 524M March Physical Attack
Kraken Whale $182M March Social Engineering
Venus Protocol $2.18M March Protocol Exploit
loTeX Bridge S4.4M Febrruary Bridge Exploit
Trezor Victim $284M January Sacial Engineering
Step Finance 53om January Key Compromise
Truebit 526.4M January Smart Contract
SwapNet $13.4M January Smart Contract
SagaEVM STM January Smart Contract
MakinaFi S4.1M January Oracle Manipulation

N2 DIHHAISH 2IMXIME

Cf 4708 SQt KelpDAO $290M, Drift Protocol $285M, Trezor Victim $284M, Step
Finance $30M, Truebit $26.4M, Resolv Labs $25M, Sillytuna $24M, Kraken Whale
$18.2M & Z=Q AFATE BOIE X 109 9| Hof 2HES &N U=C} 274 L3
B3X| oid, Z=EZ = 7], 82t ME, S8 IS4, Atel3st
ZIEME H1, Q22 I MU= A QUCH AO[H oiZel BEFHO| 0] HE2 |

Tl gghs HY Yoiez Y=les A2 OlM =2/X2o=2 2/ks0IH.

7' E.I-xl |-E

1809 {0 OIECh I8 g% =0AZ0F o= A2 APt Ol 71=7|H,
2021~2024 K| 22tet {55 1eld J40], 2025~2026'E 0= +=2{0]
P2 712712 R Ol S20] X2 S0t A0] ofet 2Mo=2 23| Jet
M= Aatt

DefiLlama &% XAES 2H =AMVt & FoHTIL. 2016HFH 2026E7HA| =X 518,
Ct.
kel ]
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I8 5. 47| DeFi 22| & 2149 I3} 2US 3 Holl H2 DefiLlamag| 37| £0| XE
518219] &5 312, 18091 Z2i0| &5 AMO2H= 2X7 LEHOILL F230F B 22 7187
2025-20261 20K 7o £XOR 740 S2ATH= Tr2kE T

A Al 37 ool BN EUS AIZHOE M5

Cumulative DeFi Hacks Over Time (2016—-2026)

Total Hacks Total Stolen (USD)

K& DefiLlama, DJ20IMSH 2| MAIME

oro| Hale Al ALY EARS| X 38 2|ZEMA 2=23MH EVMBench H|OJE{0] Tt
28, il Al(GPT-5.3-Codex)2| ADIE HEHE {2 SZER 72.2%0( 0|2Ct. &
+Z=(DPRK) ali7AS0] O KelpDAOS] i I-HOIA AlZ FfEsS Aot

Qlﬁgi,\l FEE NS YgUE 252 99%0 w2ttt

ror
ﬁ
HJ>"

LA X HEoh= £EHO, SAAV HAFS HOts S0t Xz det
Tl Z00ICt HIEE RHZIO0| 23S0 ZXRoHR "WOA 7t&(d/ace)' st "YES A BTN
(Cryptographic Agility)"0] A JEE Hule=X| O|M|AOF A|RIO| H|ZStD QUL "SAS
floh 2ote X2 Efgisi's YR JEE AA HE2 Al Althoil= M5 S5kK| Z=L

(2) TVLE| #=X F: XH0| OtL|2t w32

A=0| HMLZ b= 2ot SE5 2H, 0|42 Haet A 20| Ofd A2z HOIot
DefiLlama TVL CHAIEEE EH 30| A7t 45| LIARICE. Swellchain =70.43%,
DuckChain =92.22%, Celestia —45.64%, Hydra Chain -45.34%, Merlin -40.97% &
XIS ZH|X| 41 TVLO| BHER! Oy SE3MLY.

O3 9l20] =0t KelpDAOZL 3= 2 &= G0 20l= Celestialt Merlin0ilAf
=0| WEYLZE=7tL 01A0] HiZ 714 7+549] XF(Curse of Composability) Ct. LHFE
9| L2 M2l TVLZ oliig (10| Ata| Lalict HIO[E[E XRAO| Ot 2t, HRX|IE EtLl HO
2 IR X(Wrapped Assets)Q2 YA ULt

KelpDAO-LayerZero E3IX| A2 "L20] U= L XML AHHE si3o=z U 4
U= HEM X0 St E HEN SEE ™ AE| ZRIAZICH ADIE GiLjz 0]
JEE I5tY 2 20 RSES il 0|E2|2 L10|Lt B3t HeHA(CEX)Z THIA|
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o HePt 27t= 28YUAM B stz 2E =0
St otlzt YJOIRF 2T 7|0 T2 OS2
U= HEZ(Admin Key)E SOTL. HE A0M=E ES
A O Xz EXoH M 7Hset SYstE TE
Seks ZYAAE 2, =22 UHU HelEs =8 AIAROIUTE 22|30 O] Aot
Eofull A2, 25|23 1 'R 0[0fLZ 7|2 Xk2E8 B0S0|7| g ey HHACY A=

TSt Stage 22 7HX| 211 Stage 1(HIA7| EX)S
AAZE AXSO FEE 100% LX| 2347 j
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[oFS CHbla "QI7H] 7HRlE
ISIE QXN OFAIEZIXICE X
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1A 4o
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(4) L2 <23}k 'Managed L2'?} ‘Agent-Only L2'2] &= Ziz2H &

O|tH MEHE L2 HEHAE F 719 Mot AHMEHO=Z Z2k=g A0|2) HHEL. S0|l=
Z 82 0| & 27t M2E FFok= 27t OfLl2}, 20/8 M28 EQ=Z of= 2et &
Al2t= AHHO|C

A HM Zefl= 'Managed L2(E2[™ L2) &2 TradFi-native L2(HE SSYA
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-BlackRock BUIDL-JP Morgan MONY Z2 A IWOI AOIA ot E7pF 230t =

4 LRI L20] X RYH SUR 0195 "HYSH S2LS 4 OrE TEAC
T34 ArbitrumO] Ol AFEHZ 'FBISH B2i5H HIAIS B2 ARG HE0L B 4 AU

= AEE SHHCE USoHHTIN. Ol 0] AZ2 Aty 2% -STAR-ARLE
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|

2t= HOl, 2FF0| OfL=t 20l ZE2= 2ME7| AlRfet Z10[H

Mirae Asset Securities Research 13



CIX|2RRA St Ol

* Stage 0/1/2 2¢ 25
OIEIEJ% 0| Folst L2
H$EY3} 4=k . Stage 02
S%“HOI Ho 2E Ag
SHlsk= =7| ©A,
Stage 12 Admin Key= H0t
QUX[TH 2O QR3[| T
o7t Wast HA,
Stage 2= Admin KeyZt
HAHED @& F=fo=
S0k MG GEAS HA.
S Arbitrum, Optimism,
Base § Otk 2 L2=
Stage 10] HE3 U3.

14 Mirae Asset Securities Research

2026.4.22
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A0 E02E= AZS0ME= Xf2t2] Admin KeyE HAIMOZ QX[ot A Y=2ul 4
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A= OIX| Gil17t ofL|2t BE0| 2 O[T}, 7tAH|ZH i ROEX| HIOH 7tEH(DA)
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